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January 24, 2014
The Honorable Eric Shinseki
Secretary
U. S. Department of Veterans Affairs
810 Vermont Avenue, NW
Washington, DC 20420

Dear Secretary Shinseki,

1 am writing to inform you that, pursuant to an ongoing investigation by the House Committee
on Veterans' Affairs, the Committee is requesting information regarding VA’s response to the
recent eBenefits website privacy and security breach.

It has come to my attention that thousands of Veterans have had their personally identifiable
information (PII), including medical and financial information, divulged online through the
eBenefits portal. Unfortunately, these types of breaches continue 10 occur on a regular basis at
the VA despite VA's multiple assurances that its systems are secure.

The agency’s information systems, including the eBenefits portal, continue to be afflicted by
persistent information security weaknesses. Recognizing the importance of securing Veterans’
personal information, and minimizing the risk of serious consequences such as identity theft or
other fraudulent activity, the Committee expects VA 1o take all steps necessary to strengthen the
security and privacy of the eBenefits portal. As such, please respond to the following questions
along with evidentiary documentation by no later than close of business on Friday, January 31,
2014:

1. Please explain in detail how VA identified and addressed the eBenefits ‘software defect’.
a. Inaccordance with OMB’s Memorandum 07-16, did VA implement their rules of
behavior and enforce their table of penalties to anyone for failing to follow the
rules for safeguarding PI1?
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In the future, how does VA expect to prevent the same ‘software defect’ from occurring
again?

3. Please explain all previously reported issues with the eBenefits portal, the associated
issues, how the issues were fixed (for example, OIT previously used a firewall to address
a deficiency in eBenefits) and who was in charge of fixing or repairing the website’s
weaknesses.

4. How did VA determine that the eBenefits security and privacy breach was the result of a
‘software defect’ and not a data breach through a system security vulnerability?



5. Given that 3.4 million Veterans are registered within the eBenefits system, how has VA
identified the number of users impacted to be only those using the system at a specific
time?

a. How many users were logged onto the eBenefits portal during the *software
defect’?
b.

¢. Per OMB Memorandum 07-16, does VA have the logs of the users who were
logged in during the “software defect’?

6. What specific PII, including medical and financial information, was potentially at risk?

7. Have any Veterans contacted VA providing evidence that their PII was compromised or
stolen? If yes, please provide additional detail.

8. Please describe what role the Data Breach Core Team (DBCT) played after the *software
defect’ was found.
a. Inaccordance with OMB’s memorandum issued on September 20, 2006, did the
DBCT engage in a risk analysis to determine whether the incident posed problems
related to identity theft?

9. How long was the eBenefits system ‘defective’? How long did it take to get the portal
back online?

10. After the *software defect’ was identified, did VA do the following, in accordance with
OMB Memorandum 06-19 and the Veterans Benefits, Health Care, and Information
Technology Act of 2006:

a. Report each Pll-related breach to Department of Homeland Security’s U.S.
Computer Emergency Readiness Team (US-CERT) within 1 hour of discovery?

b. What role is US-CERT currently playing if any to address the ‘defect’?

¢. Please provide evidence that VA notified the Secretary of VA, VA’s Chief
Information Officer, VA’s Office of Inspector General, ¢xecutives at the Veterans
Benefits Administration, Office of Management and Budget, and the House
Committee on Veterans® Affairs of the potential PII compromise.

11. Of the 3.4 million Veterans enrolled, how many will be offered credit monitoring
services as prescribed within the Veterans Benefits, Health Care, and Information
Technology Act of 20067

12, In accordance with OMB’s Memorandum 07-16, did VA determine the level of risk,
harm, and impact associated with the potential breach of PII? If so, please describe the
risk and the criteria used to assess the level of risk.

13. In accordance with the Veterans Benefits, Health Care, and Information Technology Act
of 2006, has the Secretary appointed a non-VA entity or the VA’s Inspector General to
conduct a risk analysis based on the possible eBenefits privacy and security breach?



14.

15.

16.

17.

18.

Has VA consulted and worked with any other agencies (i.e. Department of Defense,
Department of Homeland Security, Department of Health and Human Services etc.) to
address the problems with the eBenefits portal? If yes, please provide additional detail.

As required by the E-Government Act of 2002, has VA conducted an eBenefits privacy
impact assessment to show how personally identifiable information is collected, used,
shared, and maintained?

Does the VA track and keep an inventory of Veterans who have had their PII
compromised during past security breaches at VA? If yes, are any of the current
causalitics of the eBenefits breach also past victims?

After the ‘software defect’ went public and was ‘addressed’, what did the VA do to
regain the trust of the portal’s users, as required by OMB’s Memorandum 07-16?

a. Did the VA provide advice to those potentially affected?

b. Did the VA provide any services the agency may provide to those affected?
Did the VA provide a public notice?
Did the VA provide a media notice?
What other steps did VA take to notify the Veterans who may have been affected?
Since the “defect” was identified, has the number of users of the portal increased
or decreased?
g. Does VA have a plan in place to regain the trust of the portal's registered users?
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Did VA evaluate its response to the eBenefits *defect’ to identify lessons learned and best
practices that could be incorporated into its security and privacy policies and practices, as
recommended by GAO and described within OMB's Memorandum 07-167 If yes, please
provide additional detail on how this was done and a list of the lessons learned. If no,
please explain why not.

Please deliver your responses and relevant documentation to our committee office at 335 Cannon
House Office Building by the date specified.

If you have any questions or concerns, please contact Jon Towers, Staff Director of the
Committee on Veterans® Affairs, at (202) 225-3527.

JM/ah

Siigerely,

louse Committee on Veterans Affairs



